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Installation

The Password Depot macOS edition can be used free of charge. You do not need a license to work
with it. You can download the macOS edition from our download page. After the download, you can
install it on your system. It will not be required to unlock the macOS edition afterwards, that is, after
installation you can start working with the program immediately.

The latest version of Password Depot for macOS can always be downloaded here. You can also find
further details as well as the checksums on our website. From build 12.0.3 onwards the Password
Depot edition for macOS is a 64-bit app.

Upgrade from Previous Versions

We recommend always working with the latest version of Password Depot and keeping your
software updated. You can install both minor updates and upgrades to the next main version without
purchasing a license. Furthermore, there is no need to follow a special upgrade process. Simply visit
our homepage and select the macOS edition you would like to download and install (update or
upgrade). Your previous password files will not be affected by an update or upgrade. Once the
update or upgrade is completed, you can continue working with the new version and your existing
databases.



https://www.password-depot.de/en/download.htm
https://www.password-depot.de/en/download.htm
https://www.password-depot.de/en/download.htm
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Home Screen

After installation, you can launch Password Depot for the first time on your Mac. When launching the
program, you can see the home screen, which is also the Database Manager:
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You can select the location for storing your databases. This applies for both newly created databases
as well as existing ones. As an alternative, you can also open the Database Manager by left clicking
with your mouse on the icon in the toolbar:
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User Interface

The user interface of Password Depot is structured logically for intuitive usage.

Toolbar Database Manager
Database name Preferences
| | | Search |
® JRAs a Rmgat s B B < I AceBIT GmbH 2T o Qq I 6 & @
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Documentation 30.00.2021
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Details
area
Navigation area Password area Status bar

Toolbar: Above the navigation and password areas, you will find the toolbar providing quick access to
Password Depot’s most important functions, such as the Database Manager, creating a new entry or
editing an existing one, locking the database or refreshing the current view or changing into top bar
mode etc.

Database Manager: You can select the location for storing your databases here. This applies for both
new databases and existing password files. Furthermore, you can also access backup and recently
opened files very quickly by using the Database Manager.

Database name: You can see the name/description of your database that you selected during
creation here.

Search: You can perform a global search here, that is, you can search for single objects within your
entire database.

Preferences: Opens the preferences to change the language of the user interface, for example.

Actions: If you select an entry from the password area you can perform different actions with it, such
as copying the username or password to the clipboard or opening the URL in your browser etc.
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Details area: This area is situated on the right of the screen. Its purpose is to display the most
important information of a selected entry. This way, it will be easier to access more quickly the most
important information of an element and it will also be easier to identify it in your password list.

Status bar: Here, you can see which version of Password Depot for macOS you are currently working
with, how many folders and entries are included and if you are working on your local system or
connected to the Enterprise Server, for example. In addition to that, you can also check here if you
have selected any elements from your list of passwords and if so, how many you have selected.

Password area: This is the main window, which is therefore placed in the center of the screen and
cannot be closed or hidden. The password area provides access to all passwords within the currently
opened database. You will be able to see the description of an entry here, the corresponding URL, if
added, the username, the last access, and the category.

Navigation area: The navigation area of Password Depot is structured like the one of the Windows
Explorer. You can see the name of your database as well as all folders here. In addition to that, you
can also access the recycle bin of this database as well as the folder Favorite.

Menu Bar

When you launch Password Depot, you can see the menu bar at the top of the screen which gives
you access to additional features:
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Password Depot: Select the menu item About Password Depot to check the version of the program.
You can also access the preferences, hide, or quit Password Depot.

Database: You can get to the Database Manager, save, lock, close or print your database. In addition
to that, you can open the Database properties.

Edit: Create a new entry or perform different actions with a previously selected element. Actions
include deleting, cutting, copying, pasting, or duplicating an entry. You can also choose an entry from
the password list and open its properties (Edit -> Properties) or create new categories and global
custom fields as well as editing existing ones.

Search: This menu item includes normal and advanced search as well as the option Search and
Replace.

View: You can select here different views for your database. There are several areas which can be
shown or hidden, depending on a user’s needs: Navigation area, Databases on the Server, Details,
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Status bar. Additionally, you can also decide according to which grouping the entries should be
arranged within your database and you can update the status of your database by choosing Refresh.

Tools: Additional tools such as import and export, synchronization and analyzation of databases or
the database clean-up can be found here.

Help: Choose this option if you want to open the Password Depot homepage or if you need online
support. You can also install add-ons for Google Chrome and Firefox here.

Password Depot icon: You can find the blue Password Depot icon in the menu bar at the top on the
right. By clicking on it, you can either lock, unlock or close a database, quit Password Depot, or open
the Password Depot homepage by choosing the option About Password Depot.
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Database Manager

Using the Database Manager, you can create new databases and open existing ones.

With Password Depot for macOS you can choose from one of the following locations for storing your
password files:

e Local system
o Enterprise Server
e Cloud

The Database Manager includes a single tab for every location. In addition to that, you can also find
the options

e Recent Files
and
e Backups

in the Database Manager, too. Using these options, you can easily either access files you were
previously working with or open backup files of your databases, if necessary.
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If you have chosen the local system, by default, your password files will be stored to the directory
\Users\<Username>\Documents\Password Depot\

On your local system, you can create a new database and open or delete an existing one. You can
learn more about these processes in the chapter Databases.
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Enterprise Server

As is the case with all editions of Password Depot, you can connect to Password Depot Enterprise
Server with your Mac also and thus can access shared databases and entries on your private or
company’s server.

To connect to the Enterprise Server, choose this option in the Database Manager. Click on the plug
symbol next and enter the credentials your server administrator gave you.

® @ Database Manager - Enterprise Server

Enterprise Server @
Offline Mode:

MName Rights Commaeants

File Name: Cancel

Server address: |P address of server Port: 25015
Standard Authentication &3
User name: Max Mustermann
Password: :.o.----oo...---.-[ i SSL/TLS
cancel (D
File Name: Cancel
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NOTE: Creating databases on the Enterprise Server can be done in the Server Manager only.

® You can either access the server of the latest version 16 or you can also connect to the
Enterprise Server version 15. To connect to an older Enterprise Server version, change the port
according to the main version (port 25015 for version 15). No other changes or settings are required.

Login to the Enterprise Server not only requires your credentials but, apart from that, also special
server data. Below you can find a list of the data required:

e Server: Type in the address the Enterprise Server is executed from. In general, it is a local
address, for example 90.0.0.1.

e Port: Enter the port number Password Depot Enterprise Server can be accessed through. In
Password Depot version 16, it is port 25016 by default.

e Username: Enter the username assigned by your database administrator.
e Password: Enter the password assigned by your database administrator.
e Use SSL/TLS: Decide whether you want to use SSL/TLS. We recommend activating this option

if you wish to connect your Mac to the Enterprise Server outside a local network.

Afterwards, select OK to finish the login process. If the login was successful, you can see all databases
on the server you can access. Select one of them and lastly click Open.

i) ] Database Manager - Enterprise Server
Enterprise Server mﬁ
. B c Offline Mode:
MName Rights Comments
AceBIT GmbH.pswe RMIDCFAPESYGHL

Private_DB_Max Mustermann.pswe RMIDCFAPESY---

File Name: Cancel
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NOTE: You can only open databases on the server if you can access them. Permissions on databases,
folders and entries are assigned to users by the system administrator. As soon as you open a
database on the Enterprise Server, you can see this database in a small window called Databases on
server located in the navigation area at the bottom on the left. You can easily switch between
different databases on the server without opening the Database Manager every time you want to
access another database.

AceBIT GmbH

Passucrd Dspat 15 Entarpeos Sarver - s Musloemane]  Total 7 Foicies: 4 Entrss

NOTE: You can use Two-Factor Authentication (2FA) when connecting to the Enterprise Server with
the macOS client. For more information, please click here.

How Can | Authenticate on the Enterprise Server?

In general, the server administrator decides how users should authenticate on the Enterprise Server.
Thus, when connecting to the Enterprise Server, it is only required for users to select the correct
authentication mode to establish a client to server connection.

1. Standard Authentication: Select this option if you want to login with your username and
password.

2. Azure AD Authentication: Select this option if you want to login with your Azure AD access
data.



https://support.password-depot.de/hc/en-us/articles/360006599359-How-is-the-Two-Factor-Authentication-2FA-implemented-in-Password-Depot-and-which-settings-are-required-to-activate-it-
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Standard Authentication: You can use the Standard Authentication to connect to the Enterprise
Server if your Password Depot Server administrator has created local users and assigned usernames
and passwords to single users:

Enterprise Server @

& Offline Mode:

Server address: IP address of server Port: 25015
Standard Authentication 2
User name: Max Mustermann
Password: :ooottu-ooo SSL/TLS
cancel  (KID
File Name: Cancel

Azure AD Authentication: If you want to use Azure AD Authentication, it is required that you are a
member of Azure Active Directory. Besides, your server administrator must perform Azure AD
synchronization in the Server Manager (prior to the user login) to add Azure AD users to the
Password Depot server. If this is the case, please select the Azure AD Authentication in the Password
Depot Enterprise Server Login window:

Enterprise Server @

v Offline Mode:

Server address: IP address of server Port: 25015
Azure AD Authentication @
cancel (LD
File Name: Cancel

10
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Afterwards, a new dialog window will be displayed saying that Password Depot would like to use
“microsoftonline.com” for authentication. Please confirm to proceed. You are forwarded to your
browser next. Select the correct Microsoft account, enter your email address and password. Lastly,
you must enable Password Depot one more time to access your Microsoft account.

A connection to the Enterprise Server will be established once you have completed all the required
steps. Afterwards, you can select the desired database and open it.

11
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Cloud

The Database Manager of Password Depot for macOS offers different cloud services for storing
databases:

e Dropbox

e Google Drive

e Microsoft OneDrive
e Box

o HiDrive

Using a cloud service, you can create a new database and open or delete already existing ones. If you
want to create a new database and store it to one of the offered cloud services directly or if you wish
to work with a database already stored to the cloud, please proceed as follows:

1. Open the Database Manager and select the desired cloud service.

2. Connect to the cloud. To do so, click on the plug symbol.

® ] Database Manager
Google Drive w
Name Last modified Size
File Name: Cancel

3. Anew dialog window will open, and you will be asked to authenticate. Please enter your
credentials and connect.

NOTE: You must enable Password Depot to access the cloud. Otherwise storing databases to the
cloud will not be possible at all. Therefore, after authentication, you will be asked to confirm first
before you can continue.

12
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Grant Password Depot
permission

See, edit, create, and delete
all of your Google Drive files

Deny

4. After the login, you can see existing databases that have been stored to the cloud earlier. If
you want to open a database, double click on the desired password file, and authenticate.
Your database will be downloaded from the cloud, and you can start working with it.

+ .

5. If you want to create a new database and store it to the cloud directly, please click on
The new database will then be stored to the cloud automatically:

9 [ ] Database Manager

Google Drive ﬂp

Mame Last modified Size

" Meue Cloud-Datenbank.pswe 09/29/2021 05:09:16 PM 742 Bytes

B New Database.pswe 07/02/2021 05 9 PM 740 Bytes
" AceBIT.pswe 06/23/2021 10:04:46 AM 1.28 KB

File Name: New Database.pswe Cancel

13
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6. Usethe . icon to delete a password file from your cloud, or the C icon to update the
view. If you want to disconnect, please use the crossed-out plug symbol.

Recent Files

In the Database Manager, you can see the option Recent files in the drop-down menu. You can find
all databases that have been opened recently here. This applies to all databases, such as databases
stored to the local system or stored to your own server or the Enterprise Server, for example. Select
the desired database and authenticate.

14
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Databases

Create a New Database

First, select a location in the Database Manager for storing your new database. Next, please proceed
as follows:

Select + if you want to create a new database and store it to the cloud or select the option

1.

Create a new database for adding a new password file to your local system.

2. Enter a database name. The name is mandatory. For local databases, please click on the
folder first and then enter the database name in the new dialog window, which will be
displayed immediately. You can also change the path for storing your databases to the local
system:

(] New Database
PassNOrd
DEPOT]
Specify settings for the new database.
Database name: Authentication by:
) Master password (&)
Master p rd:

Database description:

Hint for master password:

Format:

Re-enter master password:

Key file:

Advanced encryption

Select the desired authentication. You can choose from master password, master password
and key file and key file only. Fill in all necessary fields depending on the selected
authentication. Learn more about the different authentications in the chapter
Authentication.

You can add additional information describing your database in the field Database
description.

If desired, you can add a hint referring to your master password in the corresponding field.
This hint will be displayed when you click on the corresponding button in case you have
forgotten your master password.

Finally, select OK to create the new database. Authenticate next and the new password file
will open.

15
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NOTE: When adding a hint, please do not enter any information about your master password which
could help third parties guess it. Any information added to the hint field should help you to
remember your master password, but it should be useless to other people.

WARNING: You cannot open your database without entering the correct master password.
Therefore, please choose a strong master password but also one you will remember!

16
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Authentication

If you create a new database as described above, you will be asked to choose an authentication.
Three options are available:

e Master password
e Master password and key file
o Key file

Specify settings for the new database.

Database name: Authentication by:

53 Master password

qN

Database description: Master password:

Re-enter master password:

Hint for master password:

Key file:
Format: + Advanced encryption
Cancel OK
@ [ ] New Database

Specify settings for the new database.

Database name: Authentication by:

O + Master password

Master password and key file
Database description:

Key file

Re-enter master password:

Hint for master password:

Key file:

Format: ’ Advanced encryption

17
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Master password

We recommend always creating a secure master password for encrypting your password files. For
your security, the master password policy requires the master password to consist of at least 15
characters and include at least three out of the four following character types: uppercase letters,
lowercase letters, numbers, and special characters. Furthermore, you can check whether your
master password is present in pwned databases. Such databases contain login data that have been
subject to data breaches and are therefore not safe to use anymore. By selecting the corresponding
option, you can check whether this is the case for your master password.

Re-enter your master password in the corresponding field. You can display your master password in

clear text for a short time by clicking on the © icon.

ATTENTION: In general, we recommend only using this option if necessary because, in case of doubt,
third parties could read your master password and thus be able to access your passwords and
sensitive data without permission!

Master password and key file

If you encrypt your database with a master password and a key file, you are using Two-Factor
Authentication. In this case, you can only open your database if both the master password and the
key file are correct. Choose this authentication from the drop-down menu, if desired.

Next, please enter a master password first and repeat it in the field below. Then, generate a new key

file. To do so, click on + Create. A new dialog window will open as follows:

@ Key Generator

Move the mouse over this area to generate random data:

Key data:

Save key in file:

Cancel

18
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Move the mouse over the area to generate random data and create a new key file. The process will
be completed as soon as the bar below the area turns blue and you can see the key data in the
corresponding field. You can specify the location for storing the key file using the option Save key in
file. To do so, enter a name first and select the desired location next:

Key Generator

Move the mouse over this area to generate random data

Key data:
E5671479F700DC2E3DED90BEBDS8047E7E4FCID019C167073EA3BI7EFF38C71. C

Save

As I New key filel I

Save key in file:

B

 Applicati...
= Desktop
Documents M~ &=~ I % Documents ks I Q

) Downloads

@

®

&

Network
[0 Screencast-O-Matic
O test
O acebit
® Rot

® Orange
o New Folder Cancel

Gelb

19
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Lastly, click Save. The selected location will now be displayed in the field Save key in file. Click OK
and you will get back to the window for creating a new database. You can see the recently created
key file in the corresponding field:

@ & New Database

Specify settings for the new database.

Database name: Authentication by:
| Master password and key file G

Database description: Master password:
*eeeRRRORIRRRRR YD @

Re-enter master password:

Hint for master password:

Key file:

{Users/christinaandritsos/Documents/h é

O Import + Create

Format: Advanced encryption

concel (D

You can also use the browse button Import if you want to use any already existing key file for
encrypting your new database. Search for it on your Mac and select Open. Afterwards, you will get
back to the above window and the previously selected key file will now be displayed in the
corresponding field.

Key file:

Your password file will be encrypted with a key file only using this method of authentication. To
generate a new key file or to choose an existing one, please proceed as mentioned above. However,
in this case, please take the following into consideration:

WARNING: We do not recommend using only a key file for encrypting your database since it will be
easy for third parties to get access to your file if you only encrypt it with a key file and have stored
both your password and key file in the same location.

20
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Open Database

1. Open Password Depot and select the location.

2. Select the desired database and click Open at the bottom on the right or double click on the
corresponding file.

3. Authenticate by entering your master password and/or key file and finally click OK. The
database will open if authentication was successful. Please make sure to select the correct
authentication type.

NOTE: To enter the corresponding key file, click on - first. A new dialog window will open where
you can search for your key file. Finally, click Open and the requested file will be pasted into the
authentication window.

Password Depot

Authentication: Master password and external key file 4
Master password:
Key file: [

? Forgot your password? Click here to get a hint

Cancel OK
m-~ £~ [ Documents @ Q
A, Applicati...
@ Recents
(=] Desktop

MNeue Schliisseldatei.pdk
B New key file.pdk
] Screencast-O-Matic

— vezg.pdk ¢
& NON.. =

£ Passw... &

[% Documents

(@ Downloads

@ Network

New key file.pdk

Password Depot 15 Document - 64 bytes
O test
O acebit New Folder Cancel Open
® Rot

™
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As soon as the key file has been added successfully, the authentication window will be displayed as
follows:

[ ] & Password Depot

Authentication: Master password and external key file B
Master password: |eeessssssssessscescssssssssscssl
Key file: JUsers/christinaandritsos/Documents/MNew key file.pdl [

? | Forgot your password? Click here to get a hint

carcel (D

Close Database

If you want to close your database, go to your Mac’s menu bar and click the blue Password Depot
icon -> Close. You will get back to the Database Manager. More options are available here such as
locking your database or quitting Password Depot. You can find the same options by clicking
Database in the menu bar.

4 Mo.4.0kt 11338

B # 0

@ PasswordDepot Database Edit Search View Tools Help

880 e Depet e B B- W AcoBT G

6 Favortis, t Dascription [ Username Moditec Catogory

Buakkeeping
Documentation Saiestarce www.salesforce de Seles@acebitde 01102021 Bookkeesing © aue
Marketing E-Mail

T Recycle Bin i webde hitpsi e, de/ test@acebitde 30.09.2021 E-Mail

= wwwgmnet hitps: e gmxnetfo... testiacsbitde 30.08.2021 E-Mail

6. 30092021 E-Mail

01.10.2021 Genoral
01102021 General

Social Media
# login.xing com hitpsfloginxing comy  Maxhustermann@a... 30082021 Sacial Media
Software
= Microsoft 30092021 Software
= Password Dopot 15 30.08.2021 Saftware
{Ho Catogory
Documentation 30092021
® EC-Karte 30082021
©) github.com hitps:fgithub.comfiogin  Info@acebit.de 30.00.2021
Merketing 30092021
e & 30092021

Lock Database

You can lock your Password Depot database if you need to leave your desk and do not want to shut

down the program or computer, for example. To do so, go to the toolbar and select the icon ﬁ .
Your database will be locked, and Password Depot will be minimized. The blue Password Depot icon
will now be visible in the Dock with an additional yellow lock. If you want to continue working with
the program, click the icon in the Dock and authenticate.
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Delete Database

1.

Open Password Depot.

2. Select the location of the database you would like to delete.

Folders

Cloud: First, login to the desired cloud service. After authentication, you can see all
databases stored to this cloud service. Choose the desired database and afterwards,

click . . You will be asked to confirm the database’s permanent deletion. Choose
OK to confirm or select Cancel to stop the process.

Local system: Click this option in the Database Manager and afterwards, select the
correct database. Right click on the desired object and use the option Move to Trash.
The database will then be moved to the recycle bin. You can restore it from the
recycle bin later in case you need to access it again.

Enterprise Server: Deleting databases on the Enterprise Server can only be done by
the server administrator.

You can add individual folders and subfolders to the root directory of your database. To do so, either
right click on the root folder or any other folder within your database and choose the option New:

Paasaers Dspot 15

@

s B B- < ~ AceBIT GrrbH\Documentation v T e Q 6

Daocumentation
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This way, you can also delete existing folders and subfolders or rename them. Furthermore, you can
also open a folder’s properties to edit them:

[ @ Bookkeeping Properties
| énc.:.k'keep'i'ng'
Change icon Reset icon
Type: Folder
Location: AceBIT GmbH\Bookkeeping),
Contains: 0 Folders, 0 Passwords
Category: ﬁ Select
Comments:
cancel (IS
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Recycle Bin

The recycle bin is located in the navigation area on the left below your database tree. You can adjust
the recycle bin settings in the Database properties.

If you select objects from the recycle bin and right click them with the mouse, different options will
be available:

e Restore

e Restore all
e Properties
e Delete

e Selectall
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3000202 =
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30:09.2021
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Objects which have been moved to the recycle bin can be restored again, if necessary. If you want to
delete an object from the recycle bin permanently, please select Delete from the options above.
Subsequently, Password Depot will ask you if the selected object should really be deleted
permanently. Click OK if you want to continue or choose Cancel if you do not want to proceed.

If you want to delete or restore all objects located in the recycle bin at the same time, right click with
your mouse on the recycle bin in the navigation area and either select “Empty Recycle Bin” or
“Restore all”.
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Database Import/Export

The menu item Tools includes options for exporting and importing whole databases as well as single
entries or folders only. You can import data from an external file into Password Depot or export data
from Password Depot into another file. Exporting and importing data is very useful, for example, if
you would like to move entries from one database to another. Additionally, these options can also be
helpful with regards to the interaction between Password Depot and other password managers.

Export

Go to Tools -> Export to start the export wizard.

NOTE: It is only possible to use the XML format (Extensible Markup Language) for exporting your
data as of the latest Password Depot macOS edition.

2. Next, you can see the export format (XML) first. Below that, it is required to enter a file name
which you can do by using the Browse button. Additionally, you can also determine the location for
storing the exported data:

& L ] Export Wizard

Welcome to the export wizard

This Wizard helps you to export data to an external file.

Export format:

Extensible Markup Language Document ("xml) ﬂ

Target file:

Browse...

Cancel

WARNING: During export, your database will be saved unencrypted on your hard drive! Thus, it is
highly recommended to delete the exported file from your hard drive permanently once the process
has been completed.
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3. Select Next to continue. You can determine the export content now:

] ® Export Wizard

Export content

Which password entries do you want to export?

© All entries in the database
Entries in the active view

Selected entries in:

! Description User name URL Type Path

Back Next Cancel

TIP: If you choose the option All entries in the database you can select individual folders within your
database for export and you can also determine further whether sub-folders should also be included.

4. Again, select Next to continue. The export wizard will now display the export result.

5. Lastly, select Finish to complete the process and close the export wizard.
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Import

As mentioned above, the menu item Tools also includes the option for importing data that has
previously been exported with Password Depot. This may be helpful if you would like to move entries
from one database to another, for example.

NOTE: As of the latest Password Depot macOS edition, you can only use the XML format (Extensible
Markup Language) for importing your data.

1. Please go to Tools -> Import to start the import wizard.

2. Next, you can see the import format (XML) first. Use the Browse button below to enter the source
file which should be used for importing your data:

] @ Import Wizard

Welcome to the import wizard

This Wizard helps you to import data from an external file.

Import format:

Password Depot XML Format (*xml) ﬂ

Source file:

Browse...

Target folder:
B AceBIT GmbH i

Cancel

In the Target folder area, you can select the corresponding folder within your database from the
drop-down menu for importing the entries. By default, the database’s root directory is preselected.
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3. Select Next to continue. The import wizard will now display the import result:

@ ® Import Wizard

Welcome to the import wizard

This Wizard helps you to import data from an external file.

Import Result: Passwords successfully imported!

Processed entries: 5

Click Finish to insert the imported passwords into the current database.

Back Finish Cancel

4. Finally, select Finish to complete the process and close the import wizard. The new entries have
been added to your database.
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Database Properties

You can open the Database Properties by clicking Database -> Database properties. However, this is
only possible if your database is open.

The database properties include the following:

o File name

e Location

e Size

e Contains (number of folders and entries)
e Last modified

e Authentication

e Recycle bin settings

e Comments

e Hint

In the database properties window, you can set the following options:

Authentication: You can see here the current authentication which has been selected for your
database. If you want, you can change it here. To do so, click Change. Before selecting a new
authentication and entering new data, you will be asked about your current authentication first.
After entering the correct data, you can determine new authentication settings next:

k2 @ Change authentication settings

Current authentication settings

Current master password: ¢ é

Current key file:

New authentication settings

Authentication by: Master password & é

New master password: ®eeesesessssscsccses @

Confirm master password: eeesssssssssssssses

New key file:

Cancel OK
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Recycle Bin settings: Here, you can adjust the settings for deleting entries and decide whether you
want them to be deleted immediately or if such entries should be moved to the recycle bin first
before deleting them permanently. Entries from the recycle bin can be restored again if necessary.
Furthermore, you can also define the maximum number of objects in the recycle bin here. By default,
the number is set to 1000.

Comments and Hint: In the Comments field, you can add any additional information referring to
your database or edit existing comments. In the Hint field, you can see whether you have stored a
hint about your master password of this particular database. In case you forget your master
password, a hint can help you remember it so that you will still be able to open your database. You
can edit the hint field here, too.
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Topbar

If you want to switch from full-screen mode to top bar mode, you can proceed as follows:

1. Go tothe menu bar and select View -> Toggle Topbar Mode.

2. Go to the tool bar and click the topbar mode icon T .

& Password Depot Database Edit  Search | View

4. Okt 1313
W AceBIT GmbH VE e Q a8 @

r AceBIT GmbH
ite

L]
in
~

30.09.2021

Using the topbar mode, you can easily place Password Depot at the top of your screen. This way,
Password Depot and your database will still be open so that you can use the saved data while
simultaneously using the space on your screen for other applications etc.

NOTE: Currently, you cannot customize the topbar view, that is, you cannot individually decide which
options should be available in topbar mode and which ones should not be visible at all. Therefore,
you can only use the default topbar mode settings.

By default, the following options can be used in topbar mode:

e Folder: Choose the desired folder from within the database.

e Entry: Choose the desired entry from within the database.

e Search: Start searching for an entry within the database. It is a global search, that is, search
will be performed within the entire database regardless of a specific folder you may have
chosen in the corresponding field.

o Modify entry: Click this icon if you want to edit a previously selected entry.

e Copy username: Copy the entry’s username to the clipboard.

e Copy password: Copy the entry’s password to the clipboard.

e Copy custom fields: Copy a custom field’s value to the clipboard.

e Copy TANs: Copy TAN numbers stored to your Password Depot database to the clipboard.

e Open URL in browser: Open the entry’s URL in your browser directly.
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e Starts the auto-completion process (F6): Select the lightning icon if you want to
automatically insert your data on a website. You can learn more about this feature in the
chapter Auto Complete.

e Restore: Switch back to full-screen mode.

e Lock: Lock Password Depot. Your database will be locked immediately, and Password Depot
will be minimized. If you want to access your data again, first you will have to authenticate
correctly.

e Minimize: You can minimize Password Depot to the Dock, for example, if you do not need it
but also do not want to close it. Click on the minimized Password Depot in the Dock again to
switch back to topbar mode.

e  Exit: Exit Password Depot. Both your database and the application will be closed
subsequently.

NOTE: You can also move the topbar on your screen. To do so, place the mouse on the topbar and
drag it to the desired position on your screen.
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Entries

Create New Entry

As soon as you have created a new database or opened an existing one, you can add new entries. To
do so, please proceed as follows:

1. Click on the key icon with a plus in the database’s toolbar or click on the small arrow next to
it.

2. Now, select the desired type of entry. Apart from the common password entry you can also
choose from other types of entries, such as credit card, software license, identity,
information, TeamViewer, Remote Desktop Connection etc.

NOTE: If you short click on the icon for creating new entries, the program will automatically choose
the entry type Password. If you press the button for longer, a drop-down menu will open, and you
can choose the desired type of entry.

3. Fillin all necessary/desired fields. The Description field is mandatory, and you need to enter
some data. All other fields are optional. This applies to all types of entries.

4. Next, select OK to save and add this new entry to your database. Select Cancel if you do not
want to save anything.

Depending on the type of entry selected, different tabs are available for entering additional
information, if required:

General: You can add general information about the corresponding entry here, for example its
description, the matching URL, category, expiration date and importance etc. Additionally, you can
enter your username and determine the password for this entry. The options username and
password are included in Password, Remote Desktop Connection, TeamViewer, and PuTTy
Connection.

URLs: Here, you can add the URL of a website which you would like to use for login with your
username and password.

e Default URL/File: Please enter the correct and exact address of the corresponding URL. Apart
from that, you can refer to a certain file by using the browse button. Select the option Open

URL in browser (1) to open the corresponding URL in your browser directly or to directly
open a file.
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e Associate the entry with following URLs and Templates: Here, you can add individual forms
with placeholders (*).

Additional: In this tab, you can adjust the settings regarding auto fill of your data on websites.
Specify the parameters to be used when opening a local executable file or saved document. Compose
an auto-complete sequence which should be used for this special entry to fill in your credentials on
the corresponding website. By default, this sequence is <USER><TAB><PASS><ENTER>. Furthermore,
you can also use this tab to encrypt the corresponding entry with a second password. This may be
useful when working with the Enterprise Server since it gives you the possibility to encrypt important
passwords or entries with an additional second password.

Custom Fields: Custom fields allow you to create your own customized fields for entries and define
their values:
+ Create a new custom field. Both fields “Name” and “Value” are mandatory.
\J
/ Edit/Modify an existing custom field.
X Delete a custom field.
% Select a custom field from the list and change its current position by using the up and down

arrows. This way, you can create a custom sorting for your list of custom fields.

TIP: By clicking on the eye icon at the bottom on the right, you can reveal a custom field’s value and
see it in clear text. By default, a custom field’s value is hidden.

TANs: You can deposit TAN numbers associated with a password. For example, if
you store your bank details in Password Depot, you can enter TAN numbers which you have received
by your bank for certain transactions here.

+ Enter a new TAN number.
\J
/ Edit an existing TAN number.
X Delete an existing TAN number.
2 Select a TAN number from the list and change its current position by using the up and down

arrows. This way, you can create a custom sorting for your list of custom fields.

TIP: By clicking on the eye icon at the bottom on the right, you can reveal a TAN value and see it in
clear text. By default, a TAN value is hidden.
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Attachments: Using this option, you can attach external documents to your database’s entries, in
case you want to store such external files with Password Depot.

+ Upload a new file.
X The attached document will be deleted.
i Extract the attached file to store it to your local system (or any other location of your choice

outside Password Depot).

WARNING: We recommend not to attach too many files/documents to your database or password
entries because this may reduce the performance of the program. Therefore, please use the entry
type Document instead if you wish to add external files to your database.

TIP: Have a look at our latest user manual for Password Depot 16 (Windows) and learn more about
the above tabs, which have the same uses in the Windows version.
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Arrangement of Entries

Regarding the arrangement of entries in the password area, go to the toolbar and select
View -> Group by
You can choose between the following options:

e (None)
e Type
e (Category

Depending on the selected grouping the arrangement of entries will be as follows:

(None)

Your entries will be listed in the main view without grouping:

. i Dapt e O R I AceBIT GmbH (G- O)]
i Favorite Descrpion va Mositied Categary
~ B AcoBIT GmbH Marketing 3009.2021 r AceBIT GmbH
o i Documentat 30.09.2021 o
m * EC-Karta 30.08.2021
1 Rec ©) sithub.com hitpsiigithub.comfiogin  info@a 3009.2021
» hitpsfio oml Maxk 30.09.2021
0.09.2021
tes 30.08.2021
01102021
1 3008.2021
Salesforce wirnesalestorce de Salesgecobiide 01102021
i webde hitps:fjush def test@acebitde 30.08.2021
@ Working hours 01102021 General
I wwwamxnet s ffuwne gmx.neti7o... test@acebitde 30.09.2021 E-Mail
() wwidinkedin.com  hitgsawwwdinkesin.ce.. FraukeMustorfrau®... 30.08.2021 E-bail

Type

With this grouping, the different types of entries and folders are divided into individual groups. In the
password area, you can see that those individual groups are separated by a title describing which
type of entry or folder is represented:

& Fauarite Modificd =
v W AceBIT Gr AceBIT Gmbl

30.09.2021
21

30.00.2021
30.09.2021

Credit Card

® ECKarte 30.09.2021

Software Licanse
of

30.09.2021 Software
30.09.2021 Softwara
01102021 General
011020 General
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Category

Here, grouping depends on categories, which means that entries will be grouped by the categories
you have assigned them to. For example, if you have assigned a piece of information and a password
to the category Internet, those entries will be displayed together with the title Internet in your
password list. Entries that do not contain a category will be listed with the title (No Category):

8es Passwordoeper e ® 1 Aoeti G Te a )
v W AceBIT GmbH okkeeping r AceBIT GmeH
Dovmeriation Swestoce \wstesircads  Ssepacebités 01102071 Bookkseping st
frasmanis
1 Recyclo Bin test@arsbitde 30002021 E-Mail
\eweitde 0092020 EAdsl

n.co.. Fraukemusterfrau@... 30.08.2021 E-Mail

01102021
01102071

hiipsi/flogin.xing.comf M 2. 30.00.2021 2l Media
o Microsoft 30082021 Software
o Password Degat 16 30.08.2021 Sofware

{No Category

30.08.2021
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Edit Entry

You can edit existing entries in your database at any time. To do so, please proceed as follows:
1. Open the entry’s properties by double clicking on it.
2. Modify the entry.
3. Click OK to finish or Cancel if you do not want to save changes.

TIP: Alternatively, choose an entry from the list, select the key icon with the pen in the toolbar and
modify the entry.

Delete Entry

1. Select an existing entry from the password area of your database.

2. Inthe database’s toolbar, select the key icon for deleting entries or right click with your
mouse on the desired entry and select Delete afterwards:

* Password Depat
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1
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3008.2021 Saftware
30.092021 Saftware

30.002021

30.09.2021
comflogin  Info@acenit.de 3009.2021
30.002021

¥, Properties

B oy
€0 Duplicate
K cut

Bl select a

r Add to fevorite.

3. Depending on the recycle bin settings, the selected entry will either be deleted permanently
or moved to the recycle bin. If the latter is activated, you can restore objects that have been
moved to the recycle bin before. However, if this option is not activated, you will be asked to
confirm before permanently deleting the selected object.

WARNING: If you have selected the option Delete entries immediately in the recycle bin settings,
entries will be deleted permanently after confirming. In this case, it will NOT be possible to restore
deleted objects, or any information connected to them.
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Actions

Different actions are available for existing entries. In our Password Depot macOS edition, these
actions are displayed in the details area on the right:

@@ PasswordOmor s - B % L % B AceBIT GmoH bT c a a8 @

¥ Favorite + Description ™ Usermame Madted Categary

~ I AceBIT GmbH Bookkeeping www.gmx.net
Documantation Salesforce wuw salestoree de Sales@acebitde 01102021 Bookkeeping asswo

Markating
T Recycle Bin tostiacebitde 30,09.2021 E-Ma.
FraukeMusterirau®... 30.09.2021 E-Ma:
test@acebit.da

01102021
01102021

2 & &

W MaxMustermannga... 30.092021

000207 Software
30.092021 Software

(Mo Category
Documentaticn 30.092021

& ECKarte 30.08.2021
€ sithub com https:fgithub comfogin _ info@acebit de 30082021

Marketing 30.08.2020
B my sevcask de Pttps:ffmy sevdesk.de].. _test@acabitds 30092070

Password Dopat 15 1 B sected LocatSyatem Tosal: 2 Felders; 12 Ertles

1. Open your database and select the desired entry.

2. Next, choose an action from the available ones:

Starts the auto completion process (F6): Open a URL in your browser first and click this icon next to
automatically insert your login data on the website. Learn more about this feature in the chapter

Auto Complete.

Copy username: Copy the entry’s username to the clipboard.
Copy password: Copy the entry’s password to the clipboard.
TAN: Copy a TAN number to the clipboard.

Copy Custom Fields: Copy a custom field’s value to the clipboard.

TIP: Custom fields are also displayed in the details area. Use the icon I_D to copy a custom field’s

value to the clipboard. When long pressing the icon © , a custom field’s value will be revealed, and
you can see it in clear text.
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Copy URL: Copy the entry’s URL to the clipboard.

Open URL: Open the entry’s URL in your browser directly. To do so, please select the desired browser
from the drop down-menu:

@99 DiiverdBens 8- D % T R W AceRIT GmbH BT oo o )
1 Favorte [ e—— R Usermarme Medifad Catogery = .
v B AceBT GmbH Bookkeeping g foanxhd sy W
Documentation Salestorce v salesforcede Sales@ecebitde 01102021 Bookkesping password
Marketing
T Recycla Bin nitps: e de test@acsbitde 30082021 E-al .
hitpsfuwngmineYio... test@acsbil.de 30092021 £-Mall f2f 0.8 o @
hitps:funnlinkedin.co... FraukeMusterfrauf@.. 30.08.2021 E-Mail Open URL with <Default Browsers
01102021 General JSETIAMS: | Open URL with Safari
01102021 Ganeral ’ Open URL with Google chrome
: ©Open URL with Firefox
hitps:flogin.xing.comj __ Maxhustermann@s... 04.10.2021 e
& ncrosoft 30092021 Software
8 Passwerd Dapot 16 30082021 Safoware Ll @
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Partial Password: The method of using a partial password describes a way of authentication used for
protection from stealing passwords. Users are asked to enter a few characters of a password only,
that is, a segment rather than entering the complete password. This makes it difficult to retrieve a
password using common hacking techniques such as keylogging.
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NOTE: If one of these actions cannot be selected, you probably did not add any information/data for
the desired action to the entry’s properties. For example, if the action Open URL cannot be selected
here, no URL has been stored for the corresponding entry.

TIP: You can call up additional actions by right clicking on the desired entry with your mouse:

m wwwgmnet

y 2 1 .8 m =

New: Create a new entry and add it to your database.
Properties: Open the properties of the selected entry.
Copy: Copy the selected entry to the clipboard. Any information connected to it will also be copied.

Duplicate: Duplicate the highlighted entry. The duplicate will be added to your database
immediately.

Cut: Cut the selected entry and any information connected to it.
Paste: Paste an object that has been cut before to your database.
Delete: Delete the selected entry. Any information connected to it will also be deleted.

Select all: All objects/entries within your database will be selected. By right clicking again, you can
carry out further actions, for example deleting or copying all selected objects.

Add to favorite: Add the selected object/entry to the favorites folder which is located in the
navigation area at the top (above your database’s root directory).

HINT: If you add an entry to the favorites folder, it will be displayed with a red flag in the password
area.
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Search

The search box is available in the toolbar right above the details area. You can also use the keyboard
shortcut command + F. Additionally, search is also available in the menu bar under Search. You can
use this option to search for entries within your database.

To start a search, please enter a search term or keyword into the search box. Password Depot will

start the search while you type and display the results subsequently:

[
-

,,,,,,, Mades Categery

c0.. FraukeMusterfrau... 30.08.2021 E-Mail

W AcaBIT GmbH

AceBIT GmbH

Once you have found the desired entry, double click on it and you will be forwarded to its
corresponding folder or sub-folder. If you double click on it again, you can open its properties and

edit it.

Advanced Search

6 & @

With the Advanced Search (keyboard shortcut: command + Shift + F) you can specify the search in
your database based on various criteria (description, username, URL, tags, date of modification and

expiration, category, importance etc.). Once you have set all necessary criteria, select Start search to

start the process:

® ®

®

Search in " AceBIT GmbH
Include Sub-Folders

Description: login wheniwork

URL:

Comments:

Modified after:

Expired after.

Category: [~]

Search Entries

All expired passwords

Username:

Tags
Modified before:
Expired bafore:

Importance:  Any ]

With attachments larger than (KB)

Deseription Modified

Expiry date Username URL Path

New search

Close
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The search results will be displayed at the bottom of the dialog box. If the desired entry was found
during advanced search, you can carry out further actions by right-clicking on the corresponding

entry in the list of results:

e o Search Entries

®

Search in: W AceBIT GmbH

Include Sub-Folders All expired passwords

Description: login.wheniwork Username:
URL:
Comments: Tags
Modified after: Modified before:
Expired after: Expired before:
Category: [

With attachments larger than (KB):

1 Description Modified Expiry date Usernama URL

Importance:  Any [~ ]

Comments

New search

Close

Tags

IC__ & ioain wheniworic__10/08/20

Open

Properties

Copy Username
Copy Password

Copy URL

Open URL

ing folder

You can choose from the following actions:

e Open containing folder
e Properties

e Copy Username

e Copy Password

e Copy URL

e Open URL

Search and Replace

Using the option Search and Replace (keyboard shortcut: command + R), you can search for a
specific sequence of characters within your database and immediately replace it with another string
of characters. To do so, please proceed as follows:

e Search for: Enter the string of characters you would like to replace.

e Replace with: Enter the new sequence of characters you would like to use in the future.
o Folder: Select the correct folder or sub-folder where search should be performed.

e Search in: Specify the fields which should be included during search.

You can specify the search even more by selecting further options such as Include sub-folders or
Match case which can be found next to the above-mentioned criteria.
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Once you have set all necessary criteria, click Find to start the search. Select Replace to replace the
old sequence of characters with the new one you entered into the field Replace with:

e @ Search & Replace

Search for. login.wheniwork Find Options: “

& Include sub-folders.
Replace with: | When | work a Replace
Match case

New search

Folder: W AceBIT GmbH B
Cancel
Search in: @ Description URL
User name Comments
Password

Custom Fields
Description Modified Expiy date Usermame URL patn Comments Togs

B +. loginwheniwork... 10/08/2020 Benutzer@acebit... https;/jloginwheniwo... AceBIT GmbH

Checked items: 1 1 passwords found.

WARNING: The process of replacing a specific sequence of characters cannot be undone once
performed. Thus, before starting the process, we recommend always checking carefully whether to
replace a string of characters in your database.

You can also right-click on a desired entry displayed in the list of results to perform further actions:

L ® Search & Replace

Search for: login.wheniwork Find Options: [ Fa ]
8 include sub-folders

Replace with:  When | work a Replace
Match case

Folder: W AceBIT GmbH B New search

Search in: Description URL Cancel

User name Comments

Password
Custom Fields

Description Modified Expiry date Username URL Path
Properties

Check All
Uncheck All
Invert Checks

Open URL

Checked items: 1 1 passwords found.

e Properties: Open the properties of the selected entry to modify it.

o Check All: Select all entries from the list of results.

o Uncheck All: Uncheck all the entries from the result list that have been selected before.

o Invert Checks: Uncheck all the selected entries and select all unchecked entries from the list.
e Open URL: Open the entry’s URL in the browser.
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Analyze Entries

This option is available for analyzing passwords and their quality. It can be found in the menu bar
under Tools -> Analyze. Once the process of analyzing passwords has started, a new dialog window
will be displayed showing the analysis result:

® i Password Analyzer

Analysis results

Password Depot 15 has analyzed the current database and estimates the passwords as follows:

Description Entropy Quality Time to crack
#. login.wheniwor... 66 bits Never
P auth.monday.c... 104 bits Never
Paddle 29 bits less than 1 second(s)

Close

The password analyzer dialog window includes five different columns:

e |Shows a password’s importance.

e Description: Here, you can see a password’s description assigned by you when creating this
entry.

e Entropy: Shows your passwords' strength in bits (unit). The higher the number of bits, the
stronger the password.

e Quality: This column contains a colored bar indicating the passwords' quality by using
different colors. The longer and greener or bluer the bar, the higher a password’s quality.
The latter depends on both a password’s length as well as the different types of characters
included. You can achieve highest quality and a maximum of security if your passwords
consist of different types of characters as follows: lowercase and uppercase characters,
numbers as well as special characters.

e Time to crack: Indicates how long it would approximately take to crack a password if a
professional hacker attempted to do so (during brute-force or dictionary attacks). Please
note that the time displayed is only an approximate value which, nevertheless, is calculated
with specific algorithms and thus more accurate than many other methods found on the
internet.

To improve a password’s quality immediately, if desired, please select the corresponding entry from
the list first and the button Edit next. Subsequently, the entry’s properties will open, and you can
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change the password accordingly. As an alternative, you can also double click on the desired entry
being displayed in the list. The entry’s properties will open, and you can edit it afterwards.

Clean-up Entries

The Clean-up feature can also be found in the menu bar under Tools. You can use it to check if your
database contains entries which have not been used for a long time or have already expired.

NOTE: Please make sure to always keep your database updated since unused and/or expired entries
can overload the program and thus lead to problems concerning the database’s runtime behavior.

You can set different filters to find the required entries for clean-up:

e Show entries expired before: Shows all entries which have already expired before a specific
date.

e With attachments, bigger than (KB): Shows all entries with an attachment bigger than the
number of KB entered. This option is helpful to quickly find entries with large attachments
which might cause a delay when loading your database.

e Entries not used after: Shows all entries which have not been used since the day entered.

o Never used entries: Shows all entries which have never been used since creating them.

e With custom icon: Shows all entries containing a custom icon which have been assigned by
the user himself.

NOTE: Additionally, you can also use the options OR/AND to either start the search for entries
according to the filter options separately or to consider every single filter option set for each entry.

Once all filter options have been set and search has been started, all entries which meet the criteria
entered will be displayed in a list of results. In addition to that, further information about each entry
is available as follows:

e Importance
o Description

e Modified

e Expiring

e Username

e URL

e Path

e Last accessed
e Usage

e Attachments
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@ L Clean-Up Passwords
Set the desired filter options to find required passwords. Then select the corresponding entries and select the desired actions.
Show entries expired before: i Mever used entries
With attachements, bigger than (KB): < With custom icon
Entries not used after: 8.2020 |
©Oor AND
1 Description Modified Expring Username URL Path Last accessed Usage
@ New Information 07172020 AceBIT GmbH 07/09/2020 Rarely
B Banking 08/07/2020 AceBIT GmbH 08/07/2020 Rarely
auth.monday.com 08/07/2020 max.musterma... https://auth.mo... AceBIT GmbH 07/09/2020 Rarely
&8 Passwort Manager 11172020 AceBIT GmbH 07/09/2020 Rarely
Matching passwords: 4 of total 6
Close

You can now check the desired entry and right click it with your mouse. The following actions will be
available next:

@ L ] Clean-Up Passwords

Set the desired filter options to find required passwords. Then select the corresponding entries and select the desired actions.

Show entries expired before: ¥ Never used entries
With attachements, bigger than (KB): With custom icon
Entries not used after: 17. 8.2020 |o
Oor AND
1 Description Medified Expring Username URL Path Last accessed Usage Attac...
@ New Informat... 07/17/2020 AceBIT GmbH 07/09/2020 Rarely
B Banking 08/07/2020 AceBIT GmbH 08/07/2020 Rarely

auth.monday.... - 2 LMO....
8 Passwort Ma... 11/17/2020 Edllt AceBIT GmbH 07/09/2020 Rarely
elete

Delete History
Delete Attachments
Reset Icon

Open URL

Select All

Matching passwords: 4 of total 6

Delete Attachments Reset lcon Delete Close

e Edit: You can open the entry’s properties to edit it.

o Delete: Delete the selected entry if you do not need it anymore, for example. Depending on
the recycle bin settings, the corresponding entry will either be moved to the recycle bin first
or deleted permanently.
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o Delete History: Delete the entry’s history.

o Delete Attachments: Delete all attachments of the entry selected.

o Reset Icon: Reset the entry’s custom icon to the default one (e.g., the key symbol for
passwords).

e Open URL: Open the entry’s URL in your browser.

e Select All: Check all entries displayed in the list of results. This may be helpful if you would
like to perform the same action with several entries at the same time, for example, deleting
those entries in one step if you do not need them anymore.

Finally, select Close to finish the clean-up process.
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Search for Duplicates

This option is also available in the menu bar under Tools. You can use it to check if your database
contains duplicated entries. You can search for duplicates using the following criteria:

e Username
e Password
e Default URL

Whereas the same username is often used for more than one entry (e.g., because it is your email
address) and the same URL may also be used twice (e.g., if you have several accounts on one
website), we strongly recommended not using the same password for different accounts. Thus, the
Search for Duplicates feature is very helpful to find out about entries within your database using the
same password.

You can use different filters when searching for duplicates within your database. In addition to that,
you can also check OR/AND if you want to either consider the selected filters separately or all
together.

Click Find Duplicates to start.

The results will be displayed and grouped together according to the previously selected criteria and
operator:

® = Search Duplicate Entries

Select one or more search criteria and click Find Duplicates.

4 Username Password Default URL © anD OR

Description Type Username URL Created Expires Last Accessed Frequency of Use Attachments

Username: maxmustermann@acebit.de
Paddle Password maxmusterman... www.paddle.com 11/10/2020 11/17/2020 Rarely
Paddle Password maxmusterman... www.paddle.com 11/10/2020 117/2020 Rarely

Username: Benutzer@acebit.de

#. loginwheniw... Password Benutzer@ace... https:/floginwh... 08/07/2020 08/31/2020 Rarely

#. loginwheniw... Password Benutzer@ace... https://loginwh... 08/07/2020 08/31/2020 Rarely

Close
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If you want to proceed further, you can right click with your mouse on the desired entry displayed in
the list of results. Choose from the following actions:

® ® Search Duplicate Entries

Select one or more search criteria and click Find Duplicates.
4 Username Password Default URL © AND OR

Description Type Username URL Created Expires Last Accessed Frequency of Use Attachments

Username: maxmustermann@acebit.de
Paddle Password maxmusterman... www.paddle.com 11/10/2020 1117/2020 Rarely
Paddle Password maxmusterman... www.paddle.com 11/10/2020 1117/2020 Rarely

Username: Benutzer@acebit.de
loginwheniw... Password ... _hitps:/floginwh...

#. loginwheniw... Password Benutzer@ace... https://loginwh... 08/07/2020

Edit
Delete

Open URL

Selete All

cies [ Frobuiestes

o Edit: Open the entry’s properties to modify them.

o Delete: Delete the selected entry from your database. Depending on the recycle bin settings,
the corresponding entry will either be moved to the recycle bin first or deleted permanently.

e Open URL: Open the entry’s URL in your browser.

e Select All: Check all entries displayed in the list of results. This may be helpful if you would
like to perform the same action with several entries at the same time, for example, deleting
those entries if you do not need them anymore.

51



Password Depot for macOS — Quickstart guide

Password Generator

Like all other editions of Password Depot, the macOS edition also includes an integrated Password
Generator which can be used for creating secure passwords. For example, you can generate a secure
password when first adding it to your database. Alternatively, you can also benefit from the
password generator if you want to change an existing password within your database and wish to
add a secure one. To use the password generator, please proceed as follows:

1. Inthe database’s toolbar, select the key icon for creating a new entry and choose the type of
entry Password. Alternatively, double click on an existing password entry in the password
area. The entry’s properties will open.

NOTE: The password generator is also available for the following types of entries: Remote Desktop
Connection and TeamViewer.

2. Next to the password field, you can see the following icon:

® @ New Entry

e CE URLs  Additional Custom Fields TANs Attachments

Description:

User name:

Password: @
eng opy: C Meak

Category: “
Importance: Medium %]
Expires: Extend v

Tags:

Comments:

Cancel LS

3. Click the icon and the Password Generator will open.
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@ @ Password Generator

Advanced

Character types used for generating password:

) Lowercase Numbers
Uppercase Special characters
Password:
Maximum number of characters in generated password: 15 |

Show

Length: O chars; Entropy: 0 bits; Strength: Weak
Could be cracked in: less than 1 second(s)

Move the mouse over this area to generate random data:

cancel (CISNNN

4. Move the mouse over the area to generate random data. You can see how data is entered
into the corresponding field subsequently.

5. If you want to save the generated password, select OK. Next, the newly created password
will be entered in the corresponding field in the password’s properties. Select Cancel if you
do not want to save it. You will be forwarded to the entry’s properties and the generated
password will not be saved or entered here.

Password Generator — Settings

The Password Generator includes two tabs:

e Standard
e Advanced

In these two tabs the settings can be adjusted as follows:

Standard

Character types used for generating passwords: Here, you can determine the character types which
should be included in every generated password by default. To create secure passwords, it is
recommended to use all offered character types.
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Maximum number of characters in generated password: Determine how many characters a
generated password should have at most.

Clear/Show/Copy: Using this button, you can either delete or copy the generated password or show
it in clear text.

NOTE: Below the password field, you can see additional details regarding the length and strength of
the password. Please note that this is only supposed to be a guideline helping you to create strong
passwords.

Advanced

You can further specify the password generator’s settings in this tab. This may be helpful, for
example, if you need to set up special password policies for individual entries that should only refer
to these. Thus, you can create special password policies for specific entries only which may be
different from the database’s default password policies.

Use following characters: Here, you can enter any characters you want and thus determine that only
those characters will be used by the program when generating new passwords.

Use following character types with relative frequencies: By default, all character types are checked,
and the password generator uses all selected types of characters with relative frequencies when
creating new passwords.

Custom: Add more character types to be used by the password generator when generating new
passwords (apart from the default character types).

Password length: Determine the length of generated passwords.

Password Generator: You can also create a new password using the separate Password Generator at
the bottom of the Advanced tab. This generated password will correspond to the settings/policies you
defined in the same tab before. Using the buttons Copy and Show, you can either copy this password
to the clipboard or show it in clear text.

If you generate a new password in the Advanced tab, click OK and the new password will be entered
into the password field. You will be forwarded to the password’s properties next.

NOTE: Normally, the additional settings in the Advanced tab for generating new passwords are not
necessary. However, they may be helpful if special policies, deviating from the database’s default
password policies, are required for individual entries. Thus, you can change the database’s default
password policies temporarily without the need of changing them permanently.
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Auto-Complete

Using the Feature “Auto-Complete (F6)”

If you open a URL in your browser which you have also stored to Password Depot and assigned to a
specific entry within your database, you can use the Auto-Complete (F6) feature, the so-called
“lightning icon”, to automatically enter your access data on the corresponding website. The login will
then happen automatically. Thus, you do not have to enter your data manually and you can make
sure to transfer your username and password safely using Password Depot. To start the auto-
complete process, please proceed as follows:

<
LL!

Open the corresponding URL in your browser.
Go back to Password Depot afterwards and search for the correct entry.

Select the entry, go to the details area on the right and click the lightning icon:

Mocifios

XING’ signup

Welcome back!

E

Remember me
Login
Not joined XING ye1? Register now free of charge.

=

| 8 ) eoPR

Password Depot will minimize, and you will see a small dialog window called Password
Depot Auto-Complete Mode at the top on the right of your screen:
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Password Depot Auto-Complets Mode
2 Loginta XING x LR pot D

Q 8 hipsifiogini gclid=EAlaIC THOGABbEWySEAAYASAAEGJORPD_ BwE o Click on the first input fleld of the target window to
exit auto-

auto-complete fields,
complate mode.

or Click Cancel to

XING” signup

)

Welcome back!

Cancel (Esc)

E-mail / mobile number

Password =
Remember me Having problems logging in?
Login
Mot joined XING yet? Register now free of charge

o mﬁDPR

9-B0= uet@O®RFLT 10202 Q2N F

5. Left click with your mouse on the website’s first login field (usually the field for the
username). Password Depot will then insert your data and you will be signed in
automatically.

6. Select Cancel if you do not want to proceed and insert your data automatically.

Using the Browser Add-ons

With Password Depot for macQOS, you can also use the browser add-ons to insert your access data on
websites automatically. The browser add-ons can transfer your data to a webform automatically. It is
also possible to add new credentials to your database from a website automatically. Thus, you do not
have to enter your credentials manually every time you want to log in, which saves time. In addition
to that, using the Password Depot add-on for login does not put your data at risk. The browser add-
ons are activated as soon as you launch the browser, and they start working as soon as you open a
website which has been stored to your password file and connected to an entry.

However, you can only work with the browser add-on if it has been installed correctly in your
browser. The Password Depot add-on currently supports the following browsers in macOS:

e Google Chrome
e Mozilla Firefox

Please note that the add-on is currently not available in Safari.
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For installation, please choose one of the browsers listed above.

NOTE: For correct installation, it is required to open the link in the corresponding browser, that is, if
you want to use and install the add-on in Google Chrome, you need to open the above link in Google
Chrome, too. Otherwise, the installation will not work.

Once installation has been completed, the blue Password Depot icon will be displayed in your
browser:

Example: The above picture shows the add-on in Google Chrome after the installation.

NOTE: Due to security reasons, it is required that Password Depot is working in the background if you
want to use the add-ons.

Please also note that using the browser add-ons must be enabled in the preferences in the Browser
tab. If you work with the Enterprise Server, auto-complete using the add-ons must also be enabled in
the Server Manager by your server administrator.
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Autofill Access Data

If you have already added access data to your database and connected a specific URL to it, you can
open the latter in your browser by using the option Open URL. The add-on will then insert your data
automatically on the website:

() WhenIWork

Finally, select Login to finish and sign in.

TIP: To check if the add-on is working on a website, please have a look at the login boxes and see if
the add-on icon is displayed there:

Google
Signin

to continue to Gmail
Email or phone

test@acebit.de| (4] ‘

Forgot email?

Not your computer? Use a Private Window to sign in.
Learn more

Create account m
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If several entries within your database are connected to the same URL, you will see the add-on icon
in the login boxes of the corresponding website once you open it in your browser. Click the add-on
icon in the login boxes and select the desired account:

© @ accounts.google.com/signiniv2/identifiericontinue=hitps¥3A%2F%2F mail.google.com¥%2Fmail 2F&service=mailésacu=18rip=1&hi=en-GB&flowName=GlifWebSigninkfiowEntry=ServiceLogin w B2

Google
Signin

Continue to Gmail

info@acebit de

The add-on will insert your data on the website automatically. Finally, select Login to finish and sign
in.
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Add New Passwords from Web Browsers

You can also enter new login credentials on a new website manually and let Password Depot create a
new entry within your database subsequently. This is a useful option since Password Depot adds the
username, password, and URL for this new entry to your database automatically so that you do not
need to create this new database entry yourself.

1. Open the corresponding URL in the browser and enter your access data:

O Smanomb e X |+
C L& ganabsernasiai - % B*O

(@)

Signin to GitHub

Username or email address

nfo@acebit do

New to GitHub? Create an account.

2. Password Depot will recognize the credentials and ask if you would like to create a new entry and
add it to your database:

AceBIT GmbH
- Descriotion ™ Jsarname Vasited Category
v W AcoBIT Gk Bookkeeping s AceBIT GmbH
Salesforce wirwsalesforce de Sales@acebitde 01102021 Boskkeeping ite
E-Mail
L § 30082021 EMail
30092021 Ml
30092021 EMail
@ New intormation e o Password Depot
@ working hours
Social Media
hitps:ogin
Would you like to add a new password entry?
pp——— Deseription: github.com
G accounisgooglecom hitpsaccol]  ysarmame:  info@acabitdo
Documentation
® EC-Kane Posaword  wesssssmssssssmsass
Marksting
M my.sevdesk.de https:/jmy.sey URL: hitps:/fgithub.comflegin
Folder: W AceBIT Gmbt ]
ionare this URL concel (D
Pasaar Dopon rmn— Loca System ot 2 Fokders; 12 Enres.
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3. Select Add to confirm and add this new entry to your database. Select Cancel if you do not want to
add a new entry.

TIP: By clicking the button Ignore this URL, the browser add-on will ignore this specific URL onwards
and thus, auto-complete will not be carried out any longer when the website is accessed in your
browser.

Update an Existing Password Entry

In case you need to update your login credentials and thus change them in your browser directly, you
can add those changes to Password Depot immediately. The program recognizes that your database
already contains an entry with similar data and will ask if you would like to update it as requested:

AceBIT GmbH

AceBIT GmbH

«
an

Password Depot

Pazsmerd Dot e sebocted LocaSystem Totak 2 Fiders: 14 Entres

Select Update if you want to update the corresponding entry as requested or select Cancel if you do
not want to save changes.
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Additional Features

The current add-on provides even more options. Please read the information below carefully if you
would like to learn more about them.

Available on the Corresponding Login Page

If you click on the add-on icon displayed in the corresponding login boxes of a website, you can see a
new dialog window:

ene € sign into GitHub - GitHub x | +

C O B hitps://github.com/login bas ® B =

O

Signin to GitHub

Username or email address

info@acebit.de| 2]

Q Ep Password Depot

PASSWORDS

ithub.com
g @

New to GitHub? Create an account.

Terms Privacy Security Contact GitHub

Select I_l:l for copying the username and/or password/URL to the clipboard. You can paste the

\J
copied information to other applications afterwards, if required. Select / if you want to edit the
corresponding entry immediately. You will get back to Password Depot and the entry’s properties.
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Available in Your Browser

If you click on the add-on icon in your browser (it is always displayed at the top right corner), a new
dialog window will open:

€ © & google.com

Password Depot

Google

=

Google Search

fm Feeling Lucky

Gaagle offered in: Deutsch

The following features are available here:

Search your depot:

You can start searching for an entry within your database. Any entries found will be displayed
subsequently below the search box:

ix G O & nupsiwwwacesle.com &

Q google
sccountsgooglecom o1 B o

accounts.google.com o = g

Password Depot
vis.2a

Google

Google Search Fim Feeling Lucky

Googla offered in: Dautsch
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You can either copy the corresponding access data and/or URL to the clipboard or edit the requested
entry in Password Depot immediately by clicking the corresponding icons. Furthermore, you can also

select Z to open the desired entry found during search in a new tab. This way, you can call up an
entry and open it in your browser afterwards without going back to the client at all.

Open Native Client:

Go back to the native client.

NOTE: Searching for an entry in your browser will only display results if your entries include specific
URLs. Therefore, entries within your database that do not have a specific URL will not be taken into
account in this case. Those entries can only be found during search in the native macOS client.

Settings:

You can change the WebSocket port here (e.g., if you work on a terminal server).

08 m soogle.com % =

About  Store
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Generate Secure Password:

You can generate new and secure passwords using the Password Depot add-on in your browser and
use such passwords immediately, e.g., if you want to create a new account and need a new
password. This is useful since you can create secure passwords in your browser directly and use them
for the login immediately. Returning to the native client is not necessary anymore.

[q]
2]
I

£ Back

Ey<BV6Ph9zzS0D| De

Customize your password
Password length

Password Depot
vi524

Copyright © 1988-2021 by

AceBIT GmbH - All rights Copy password
reserved!

e Firefox

@

e You can see the generated password in the corresponding box at the top. Select I_D to copy

it, select ) to create a new password.

o Password Length: Define the length of all newly created passwords.

e Easy to say: Choose this option if you want to avoid numbers and special characters in newly
created passwords.

e Easy to read: Choose this option if you want to avoid ambiguous characters (e.g., O & 0) in
newly created passwords.

e All characters: Choose this option if you want to include all kinds of character combinations.

e In addition to that, you can also define which characters should be included in general when
generating a new password with the browser’s password generator: Uppercase, Lowercase,
Numbers, Symbols.
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How Secure is my Password?

If you want to create new passwords on your own and do not want to use the password generator,
you can use this option to check whether such passwords are secure. To do so, enter the password
into the corresponding box. Next, you can see if the password is weak, medium, fair, or strong, which
characters have been included, its entropy and the time that it would take to crack it.

17 characters containing:
v Uppercase + Lowercase

+ Number v Symbol

Password Depot
v16.2.4 Time to crack

Never
Entropy

Copyright ©® 1998-2021 by 111 bits
AceBIT GmbH - All rights
reserved!

Q_ Firefox

®

NOTE: This is only a guideline which should help and support you in generating secure and strong
passwords.

Visit Password Depot Website:

Choose this option if you want to visit the Password Depot website.

Rate Us

We would be very happy if you could rate our new add-on and its new features!

NOTE: Should you notice any problems when using the add-on, please visit the Add-on area in our
Support Center for further help or send an email to info@acebit.de.
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Preferences

When working with a database, you can see the icon Q in the toolbar. By clicking on this icon, you
can open the program options/preferences. A new dialog window will open. This dialog window
includes the following tabs:

e General
e Security
e Save

e Network

e Browser

AceBIT GmbH

<
L)

#~ accounts.google.com
Salesmacebit.do 01.10.2021 Bookkeeping F

Preferences

Genoral | Sacurty Save  Network  Browsor

Language: English a8

£ Open a3t used datsbase st program start

{9 Store list of racent files.

Restore Detaul concel (D

These tabs and the options included will be explained in detail:

General: You can change the language of the program here. Password Depot for macOS is currently
available in German and English. The option Automatic means that the program will automatically
choose the language selected during installation of Password Depot. Furthermore, you can
determine here whether you want the program to open the last used password file at program start
and whether the software should store a list of recent files.

Security: Here, you can define the settings concerning the clipboard and automatic locking of the
program. Determine a specific time after which passwords copied to the clipboard with Password
Depot should be deleted completely by activating the option Delete password from clipboard after.
You can also activate the option Automatically lock when the program is inactive for and set up a
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time after which Password Depot should automatically lock if the program is inactive and currently
not being used.

Save: This tab deals with saving password files and creating backups files. For example, you can
determine whether your password file should be saved on every change automatically and if a
backup file should be created every time on file saving/opening. In addition to that, you can also
define the maximum number of stored backup copies individually.

By default, the working directories of your Password Depot databases (local system) are the
following in macOS:

Databases

\Users\<Username>\Documents\Password Depot\

Backup files

\Users\<Username>\Documents\Password Depot\Backup

Network: Here, you can determine whether you want to use SSL/TLS connection to Password Depot
Enterprise Server. We recommend using this option if you want your Mac to connect to the
Enterprise Server outside a local network.

Browser: Here, you can set any options regarding the usage of browser add-ons. For example, you
can define whether you want the add-on to auto-fill web forms in general and if new passwords from
web browsers should be added to your database automatically. Additionally, you can also adjust the
port number for communication with the browser add-ons and activate or deactivate the option
Protect access with a password. If this option is chosen, a separate password is required for
successful communication with the browser add-ons. Learn more about this feature in our Support
Center.

TIP: Every tab contains the button Restore Default at the bottom on the left. Use this option if you
would like to restore the default settings for any settings that you made changes to.
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Useful Links

Tips for creating strong passwords

AES 256-bit encryption

Download the current Password Depot desktop edition

Password Depot manuals

What’s new

AceBIT Community

Support Center

Subscribe to our Password Depot newsletter
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